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kubectl get agenda –o slide

3

• Standard Linux networking stack, iptables, 
alternatives

• BPF/XDP
• BPF-powered Kubernetes Service Mesh

Goal: introduce BPF/XDP concepts, 
pros and cons in a K8s context



Linux kernel and net stack
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• Many parts; kernel and userspace control apps; 
battle-tested, stable

By ScotXW - Own work, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=47075153



Kernel, standard net stack, iptables
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• iptables: filtering, firewall, load balancing, NAT 
etc.
– Sequential rules, many chains
– Quite optimized data path in kernel
– (Poor) performance when app (in userspace!) 

deals with a lot of traffic



Alternatives in standard Linux net stack
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• nftables? ipset? ipvs?

• Kernel-bypass?
– PF_RING ZC, DPDK (Data Plane Development 

Kit), VPP (Vector Packet Processing)
– Poll based drivers vs. using interrupts
– Usually L2/L3 use cases vs. socket-delivery 

use cases with Linux netw. stack



Standard Linux netw. stack in K8s cluster
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Problems get worse with scaling:
• Connectivity, observability,  security, 

troubleshooting

• Popular solution  in K8s:  use a “sidecar model” 
(helper containers in a Pod – e.g., Istio service 
mesh)



Standard Linux netw. stack in K8s cluster
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• Problems with “sidecar model” 
– High CPU cost
– Just “local” visibility for security events that 

span multiple workloads

• IP/port-based mechanisms not a good fit for 
highly dynamic cloud-native environments e.g. 
Kubernetes
– (ab)using iptables



(Ab)using iptables in K8s clusters...
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Source: https://nixcraft.tumblr.com/post/175278276307/kubernetes-networking



(Ab)using iptables in K8s clusters...
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Source: https://nixcraft.tumblr.com/post/175278276307/kubernetes-networking

…been there…



... lead to iptables as a superpower?
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... lead to iptables as a superpower?
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New IT superhero team: Ip Tablesman and Little 
Bobby Tables as his sidekick?

Don’t know Bobby Tables? See https://xkcd.com/327/



Intro to BPF
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• (extended) Berkeley Packet Filter
– classic BPF (since 1992): all *nix
– eBPF (since 2014): Linux (+ Windows)

• Enables running custom code in Linux kernel
– As an alternative to: add to upstream kernel or write a 

kernel module



Intro to BPF
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• In-kernel execution engine
– Low overhead when mapping to native code 
– Verifiable for safety

• Event-driven; attach at various hook points 
(kernel and userspace!)

– syscall, 
packet arrival, 
func. entry/exit, 
kprobe/uprobe, 
etc.

https://ebpf.io/



Intro to BPF
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• Verification: ensures that the eBPF program is 
safe to run

Checks that:
• Process has required capabilities (privileges)
• Program does not crash or otherwise harm the 

system
• always runs to completion (e.g. no unbounded 

loops)
https://ebpf.io/



Intro to BPF
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• BPF Maps (share info, store state)

• BPF tail and function calls (composability)

https://ebpf.io/



Intro to BPF
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• Helper calls
– Well known and stable API; differ for BPF prog. 

type
– Cannot call into arbitrary kernel functions as this 

binds to specific kernel version 

https://ebpf.io/



XDP - eXpress Data Path
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• Process packets in 
kernel as soon as 
possible, bypass netw. 
stack

• XDP operation modes
– native (driver!)
– offload (NIC hw!)
– generic

• XDP_DROP, XDP_PASS, 
XDP_TX, XDP_REDIRECT

• tc/BPF (traffic control) vs 
XDP/BPF

https://doi.org/10.1145/3281411.3281443



BPF cons
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• Needs a fairly new kernel
– for all available features/optimizations; Cilium 

min. 4.9.17, >=5.10 for max. features
– RH backports features for some older kernel 

versions

• Different development toolchains and expertise

• (Probably?) Lack of in-house expertise

• Usually still slower than kernel-bypass



example
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Kernel bottlenecks
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CF packet drop, single core, 10G nic, traffic 14Mpps small UDP

https://blog.cloudflare.com/how-to-drop-10-million-packets/

1.8M
1.5M1.7M0.6M

0.5M
0.3M

0.17M



Packet drop XDP vs DPDK vs traditional
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• 100G NIC

https://doi.org/10.1145/3281411.3281443



Packet forwarding and latency
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https://doi.org/10.1145/3281411.3281443



TCP peformance during DDoS
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https://doi.org/10.1145/3281411.3281443



Facebook‘s Load Balancer Katran

25
https://doi.org/10.1145/3281411.3281443, https://github.com/facebookincubator/katran

https://doi.org/10.1145/3281411.3281443
https://github.com/facebookincubator/katran


example
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Benefits of BPF in a K8s net plugin 
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• Cilium - first k8s native BPF netw. plugin, most 
features, optimizations

• Calico – often as a default plugin; standard Linux 
kernel optimizations (ipset, ipvs mode, etc.)

• Why Calico switched to BPF, if they have solid 
“position”?
– Higher throughput, less CPU/GBit
– It has native support for Kubernetes services 

(enables kube-proxyless K8s)



Does Container Networking add an overhead?
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https://cilium.io/blog/2021/05/11/cni-benchmark#overhead



eBPF Host-Routing
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https://cilium.io/blog/2021/05/11/cni-benchmark#overhead



Throughput 100G NIC (1 stream)
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https://cilium.io/blog/2021/05/11/cni-benchmark#overhead



Throughput 100G NIC (32 streams on 32 core cpu)
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https://cilium.io/blog/2021/05/11/cni-benchmark#overhead



Calico BPF dataplane
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• Pod to pod throughput and CPU

https://www.cncf.io/wp-content/uploads/2020/08/Calico-eBPF-Dataplane-CNCF-Webinar-Slides.pdf



Benefits of BPF in a K8s net plugin 
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• Kube-proxyless Calico with BPF:
– Smaller first packet latency to services
– Preserves external client source IP addresses 

all the way to the pod
– Supports DSR (Direct Server Return) 
– Uses less CPU than kube-proxy to keep the 

dataplane in sync



Service mesh
Traditional vs Cilium’s BPF implementation



Microservice architecture
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https://www.redhat.com/en/topics/microservices/what-is-a-service-mesh



What is a service mesh
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https://servicemesh.es



Service mesh
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• Sidecar problem

redhat.com/architect/why-when-service-mesh



K8s "sidecarless" service mesh w/ BPF
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• Sidecar model needs 
labeling to inject a proxy
(e.g. Istio)

• BPF: CRD is used cluster
wide (can even apply for
pre-existing pods)

https://thenewstack.io/how-ebpf-streamlines-the-service-mesh/



"sidecarless" service mesh w/ BPF
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• BPF

https://thenewstack.io/how-ebpf-streamlines-the-service-mesh/



Kernel versions for advanced features
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https://docs.cilium.io/en/stable/operations/system_requirements/



TL;DL
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• Take a look at BPF/XDP; test your use cases
• Performance is not the only advantage! 

(observability, security + security runtime 
enforcement, auditing, etc.)

• Check your K8s network plugin
– hint: Cilium; Calico w/BPF; Multus (enables 

more than one network plugin)
– Hosted vs on-premise

• BPF-accelerated Cilium Service mesh (beta!)

• K8s on the edge, ARM support (Cilium >=1.10)
• BPF powered malware?



46BPF



Questions?
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